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1. Scope and Software Versions
This installation and setup guide details the installation, configuration, and operation of the below
software versions:

o NOS-1064_1.02. or higher as installed on the NanoRam®-1064 device

e NID EX_1.02 or higher to be installed on the PC
To ensure compatibility for software operation, you MUST use matching versions of NID EX on the PC
and NOS-1064 on the device as indicated in the Packing List or Release Note.
For users who has previous NID EX version installed, please refer to appendix IV for instructions.

User’s IT administrator is recommended to be locally available during software
installation and any Firewall setup or connection troubleshooting.

2. Operating System Compatibility
The following Microsoft operating systems have been verified to be compatible with this software:
e Windows 8, 64 bit
e Windows 10, 64 bit
e Windows 11, 64 bit

3. Minimum Hardware Requirement
Your PC’s hardware configuration must meet or exceed the following specifications:
e Processor: 2GHz
e RAM:2GB
e Hard disk space: 5GB available

4. Installation Package
Upon delivery of the NanoRam®-1064 Handheld Raman System, locate the USB drive included in the
shipping box. This USB drive contains all of the manuals, software packages and necessary supporting
documents and programs.

If the USB drive cannot be located, you may request a file download by submitting a Technical Support
Request at http://www.bwtek.com/support/.

Fill out all required fields and be sure to also include the below information in the Questions/Comments
section:

e This is a request for product registration and portal account access;

e The current NOS-1064 version on the NanoRam®-1064 unit;

e The current NID EX version installed on your PC (if any).
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Once your request has been authenticated, your customer portal account will be created with login
information sent to your e-mail, to allow download access at any time.

5. Installation Prerequisites

The following requirements must be met to ensure proper software installation and

operation, and these required installation components are included in the USB drive provided by B&W
Tek. Please copy the “NID_EX_Installation” folder to the local PC.

1. The user MUST have Windows Administrative privilege on the Windows computer to install
and configure the software.
2. Internet access is required during the installation of software.
3. .NET Framework 4.6.2 or newer is required for running this software:
a. Installer will automatically detect if the proper version of .NET Framework has been
installed on the PC already.
b. Ifitis not installed, locate NDP462-KB3151800-x86-x64-AllOS-ENU.exe in the
folder .\NID_EX_1.02.178 Installation\MySQL Server\. Right click this program and Run
as administrator to install.
A certificate from Microsoft is required for .NET framework installation. Ensure that the
operating computer has internet access. In the case where internet access is not available, refer
to Microsoft Root Certificate Authority Update Instruction in Appendix I.
4. Microsoft Visual C++ 2013 Redistributable (x64) (version 12.0.30501 or newer) is required, which
is located in the folder ..\NID_EX_Installation\Prerequisites\.
5. Microsoft Visual C++ 2013 Redistributable (x86) (version 12.0.30501 or newer) is required, which
is located in the folder ..\NID_EX_Installation\Prerequisites\.
6. Microsoft Visual C++ 2015 Redistributable (x64) (version 14.0.23026 or newer) is required, which
is located in the folder ..\NID_EX_Installation\Prerequisites\.
7. Microsoft Visual C++ 2015 Redistributable (x86) (version 14.0.24215 or newer) is required, which
is located in the folder ..\NID_EX_Installation\Prerequisites\.

For further help, please contact B& W Tek Technical Support for assistance.

If an older version of NID EX is installed, and users want to upgrade the NID EX software, please
refer to Appendix IV for upgrade instructions.

Prior to installation, please note that NID EX software provides Client/Server structure features
such that a user can log in from one computer as Client to any computer (including itself or
another) which is set as Server. All data can be saved and maintained in a restricted environment
defined by user IT management. The following installation and setup work-flow focuses on using
the NID EX on a single PC. For remote client-server setup, please refer to Appendix V.
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Please follow the steps from Page 5 to Page 31 to

fully install and configure the software. Skipping
any operation or screen will cause installation or
software FAILURE!

6. MySQL Server Installation and Configuration
MySQL server provides the backbone database services for the NanoRam®-1064 NID EX software
product. Installation and configuration are required on the computer to be used for database service.

MySQL server is NOT required if a dedicated PC is used only as the Client login for normal operations
such as synchronization, data reports and e-signature, whereas the database is installed on a server

computer under the same local network. MySQL server MUST be installed on the computer which is
defined as Server.

MySQL Server installer will automatically check if your PC meets all prerequisites. If a compatibility
screen displays during installation, click on “Execute” to install.

The version listed below has been verified to be compatible with NID EX.
e MySQL community 5.7.18.0 or newer

NOTE: If the proper version of MySQL Server is already installed, skip MySQL Server installation. After
confirmation of the MySQL Server configuration settings, continue with NID EX Installation and
Configuration in Section 7.

e Inthe folder ..\NID EX Installation\MySQL Server\, launch mysql-installer-community-5.7.18.0.msi:
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o “License Agreement”: Make sure “l accept the license terms” is checked. Click Next.

[Z] MysQL Installer

MySQI:. Installer

Adding Community

greement

License Agreement

To proceed you must accept the Oracle Software License Terms.

GNU GENERAL PUBLIC LICENSE ~
Version 2, June 1991

Copyright () 1988, 1991 Free Software Foundation, Inc,

31 Franklin Street, Fifth Floor, Boston, MA 02110-1301 USA
Everyone is permitted to copy and distribute verbatim copies
of this license decument, but changing it is not allowed.

Preamble

The licenses for most software are designed to take away your freedom

to share and change it. By contrast, the GNU General Public License is
intended to guarantee your freedom to share and change free
software--to make sure the software is free for all its users. This

General Public License applies to most of the Free Software

Foundation's software and to any other program whose authors commit to
using it. (Some other Free Software Foundation software is covered by

the GNU Library General Public License instead.) You can apply it to

[your programs, taa.

When we speak of free software, we are referring to freedom, not price.
Qur General Public Licenses are designed to make sure that you have

the freednm tn distrihite conies of free snfhware (and charne for this

| accept the license terms

—
G D o
2

e “Choosing a Setup Type”: choose “Server only” at Setup Type. Click Next.

[ MySQL Installer

MySdL.. Installer

Adding Community

Choosing a Setup Type
Please select the Setup Type that suits your use case.

Setup Type Description

Installs only the MySQL Server. This type should
be used where you want to deploy a MySQL
Server, but will not be developing MySQL
applications.

(O Developer Default

Installs all products needed for
MySOL development purposes.

@ Server only

Installs only the MySQL Server
product.

O Client only

Installs only the MySQL Client
products, without a server,

O Full

Installs all included MySQL
products and features.

QO Custom

Manually select the products that
should be installed on the
system,

< Back Cancel
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o “Installation”: click Execute to start installation of MySQL.

[Z] MySOL Installer - x

MySQL. Installer Installation
Adding Community

Press Execute to upgrade the following products.

Product Status Progress Naotes
MySOL Server 5.7.18 Ready to Install

Installation

Click [Execute] to install or update the following packages

T )
=

e After the installation is completed, a green check will appear. Click Next to start the MySQL
configuration:

MySOL Installer - %
y
MySQL. Installer Installation
Adding Community
Press Execute to upgrade the following products.
Product Status Progress Hotes
|@ MySQL Server 5.7.18 Complete
Installation
o e D) e |
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e “Type and Networking”: set “Config Type” as “Server Machine”. Keep other settings as shown below.
Click Next.

[2] MySQL Installer

MySQL. Installer Type and Networking

MySQL Server 5.7.18 Server Configuration Type

Choose the correct server configuration type for this MySQL Server installation. This setting will

define how muc — alhe MySQL Server instance.
Config Tyf(g |

Connectivity 1

Use the following controls to select how you would like to connect to this server.

& Tepre Port Nurnber

Open Firewall port for network access

[J Named Pipe Pipe Name:  MYSOL
[ Shared Memory Memory Name: | MYSOL

Advanced Configuration

Select the checkbox below to get additional configuration page where you can set advanced
options for this server instance.

[ Show Advanced Options

Coerr ) e |

e  “Accounts and Roles”: create a MySQL Server Root Password.
This password must contain ASCII printable characters (uppercase, lowercase, numbers, or special

characters). This password may not contain special characters that require a language pack.
***Document this password and store it securely***

[Z] MySQL Installer

- X
MySQL. Installer Accounts and Roles
MySQL Server 5.7.18 Root Account Password
Enter the password for the root acco U b iibar= this password in a secure
place.

MySQL Root Passwg#ff

Repeat Password:

Password Strength:  Weak

MySOL User Accounts

Create MySQL user accounts for your users and applications. Assign a role to the user that
consists of a set of privileges.

MySQL Username Host User Role Add User

Edit User

Delete

< Back Next > Cancel
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e  “Windows Service”: keep default configurations. Click Next.

[2] MySQL Installer - X

MySQL Installer Windows Service

L Serve 8
MySQL Server 5.7.18 Configure MyS0L Server as a Windows Service

‘Windows Service Details
Please specify a Windows Service name ta be used for this MySOL Server instance. A unique
name is required for each instance.

Windows Service Name: |MySQL37

Start the MySQL Server at System Startup

Run Windows Service as ..
The MySOL Server needs to run under a given user account. Based on the security
requirements of your system you need to pick one of the options below.
(® Standard System Account
Recommended for most scenarios,

(O Custom User
An existing user account can be selected for advanced scenarios.

D Gt |

e “Plugins and Extensions”: configure to enable X Protocol and specify the “Port Number” as “33060”.
Select “Open Firewall port for network access”. Click Next.

[2] MySOL Installer - ®

MySQL. Installer Plugins and Extensions
MySQL Server 5.7.18 1 MySCL as a Document Store

wing controls to select how you would like to connect to this server.

nable X Botocol / MySOL as a Document Store:

33060

fwall port for network access

2 Startin® ¥50L Server 5.7, MySQL supports document store development, In

orderto provide a complete document store/NoSQL experience there is a new
communications protocol called the X Protocol. The expanded capabilities of the X
Plugins and Ex 5 Protocol enable us to provide modern developer APls with features such as
asynchronous calls, pipelining, and more. In addition to implementing document
collections, the new X DevAP| also supports relational and combined document
store/relational capabilities. Now developers, designers and DBEAs can deploy
MySQL databases that implement document store, relational, or hybrid
document/relation models,

Click here to view MySOL as a Document Store online documentation
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e “Apply Server Configuration”: click Execute. This will take some time while it goes through the list of
configuration steps until all items are configured and checked. No action is required during
configuration.

[Z] MysaL Installer — =

MySQL. Installer Apply Server Configuration
MySQL Server 5.7.18
Press [Execute] to apply the changes

Configuration Steps  Log
O Stopping Server [if necessary]
‘Writing configuration file
Updating firewall
Adjusting Windows service [if necessary]
Initializing Database [if necessary]
Starting Server
Applying security settings
Creating user accounts

Updating Start Menu Link

000000 O0O0

Updating Firewall for MySQL Document Data Feature Set

)

e Configuration is done when all the items are checked. Click Finish.

[2] MySQL Installer - x

MySQL. Installer Apply Server Configuration

MySQL Server 5.7.18
The cenfiguration operation has stopped.

{Configuration 5teps? Lag
& Stopping Server [if necessary]
Writing configuration file
Updating firewall
Adjusting Windows service [if necessary]
Initializing Database [if necessary]
Starting Server
Applying security settings
Creating user accounts

Updating Start Menu Link

QR QR Q@@ Q&

Updating Firewall for MySQL Document Data Feature Set

Configuration for MySOL Server 5.7.18 has succeeded. Please click Finish to
continue.

—
Corr D
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e “Product Configuration”: MySQL configuration completion is confirmed. Click Next.

[Z] MySQL Installer — s
MySQL. Installer Product Configuration
Adding Community
We'll now walk through a configuration wizard for each of the following products,
You can cancel at any point if you wish to leave this wizard without configuring all the
products.
Product Status
MySCL Server 5748 Configuration Complete.
Product Configuration
< >
>

o “Installation Complete”: click Finish to complete MySQL Server installation. MySQL Server is now
installed and configured.

[ MySQL Installer - x

MySQL. Installer Installation Complete
Adding Community

The installation procedure has been completed.

Copy Log to Clipboard

Installatio

Cen )

 —

290020406-H | (5/13/2025) Page 11 Copyright 2025 B&W TEK

CONFIDENTIAL: This document is the property of B&W TEK and must be returned upon request. The information contained herein is confidential and privileged under
the law and may not be copied, shown, or otherwise disclosed to any person not subject to a B&W TEK supply contract or confidential information nondisclosure
agreement.



313 Enterprise Dr, Plainsboro, NJ 08536, USA
www.bwtek.com

+1.855.MY.BWTEK

A Metrohm Group Company .

7. NID EX Installation and Configuration

After successful installation and configuration of MySQL Server, the NID EX software needs to be
installed and configured:

a) Inthe folder ..\NID_EX_Installation\NID EX Software\, launch setup.exe by right-clicking the icon
and Run as administrator.

i = Managa NID EX_1.01.151.0
B e e ve  soplcaonroos
L S 3 NID EX_1.01.151.0 Installation FD * NID EX_1.01.151.0
[ Name ' Date medified Type size
# Quick access.
1SSetupPrarequisites 1/25/2019 950 AM  File folder
B Desktop * e - et
program files 3,
# Downloads ” 5 E
4] owp40g 228
| -~
Documents 2 ] IsSetupdll 1,98 K8
= Pictures. * 8 NID EX 798 KB
Design [ setup rmrsaan s Application 1412 K8
Documents for Rele 5] setup Open 1 Configuration setti.. 6 KB
Price List ' Run as administratar
erasniicie Troubleshoot compatibility
Run with graphics pracessor >
= This PC 7-Zip %
b Network CRCSHA >

. Scan selected items for vinuses

b) You may be required to install certain programs onto your computer. Click “Install” and reboot
your computer if required.

NID EX - InstallShield Wizard ‘

5y NID E)( requires ﬁ'\efuluwing items to be installed on your computer. Click Install to begin
[} installing these requirements.

Status Requirement

Pending Microsoft Visual C++ 2015 Update 3 Redistributable Package (x86)
Pending Microsoft Reportviewer 2015

Pending Microsoft system CLR Types fo SQL Server 2014

[ mstal | cancel

O
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c) Read and accept the end-user license agreement. Choose Complete setup type and default
installation location: C:\Program Files (x86)\BWTEK\NID EX\.

4
Please read the following license agreement carefully. Select the setup type that best suits your needs. .ﬁa
el

NID EX - InstallShield Wizard X | NID EX - InstallShield Wizard X
License Agreement 3 Setup Type gﬂwﬁ

Flease select a setup lype.

B&Y Tek, LLC. Lo
(® Complete

1 i P = 5
Software License Agreement @ All program features will be installed. [Requires the most disk space.]

PLEASE READ THIS SOFTWARE LICENSE AGREEMENT CAREFULLY

EBEFORE DOWNLOADING OR CIEwtn
Select which program features pou want installed. Recommended for
USING THIS SOFTWARE. BY INSTALLING, COPYING, OR @ e
OTHERVYISE USING THE SOFTWARE, YOU v
(®) 1 accept the teims of the license agreement Frint Destination Folder
(1 do not accept the terms of the license agreement C:AProgram Files [+86/MEWTERANID EXY Browse...

Back Cancel < Back Cancel

d) During the installation, the following screen may appear, and installation may temporarily be
held. Press any key to continue.

@ Select C:AWindows\SysWOWE\cmd.exe - o X

e) When installation is completed, click Finish:

NID EX - InstallShield Wizard
InstallShield Wizard Complete

The InstalShield Wizard has successfully installed NID EX.
Click. Firish bo exit the wizard.

< Back Cancel
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f) The message box shown below will appear. For first-time installation, click No to exit; if this is a
software upgrade, click Yes and finish steps: m), n) and o).

Would you like to launch NID EX?

Yes Mo

g) Installation of NID EX software is successful on the PC. The icon for NID EX will appear on the PC
desktop. Right click NID EX and left click on Properties. Under the Compatibility tab, check Run
this program as an administrator. Click Apply and then OK. If it is already checked, click OK to

exit.

4 NID EX Properties X
Securty Details Previous Versions
General Shorteut Compatibilty

If this program isnt working comectly on this version of Windows,
try running the compatibility troubleshooter.

Run compatibilty troubleshoater

How do | choose bilty settings manually?

Compatibiity made
[ Run this program in compatibilty mode for.

Windows 8
Settings

Reduced color mode
8hit (256) color

Runin 640 x 480 screen resolution

I Run this program as an administrator I

Change high DPI settings

€ Change settings for all users

oK Cancsl Apply

h) For Windows 10 users:
To avoid issues related to display scaling (such as some report spectra contents unable to
populate properly when being printed physically or electronically, or slow PC performance when
operating NID), the computer must be updated to Creators Update to include the additional
scaling options in the Compatibility tab. Enable Override high DPI scaling behavior. Scaling
performed by: and select System in the Drop-Down Menu. Then run the computer in the default
(recommended by Windows 10) scaling and resolution settings.
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B3 NID EX Properties X

Security Details Previous Versions

General Shortcut Compatibility

IFthis program isn't warking correctly anthis version of Windows, try
unning the compatibility troubleshooter. NID EX Properties X

Run compatibility troubleshooter

How do | choose settings manually?

Choose the high DFI settings for this program.

Program DPI

Compaibiliy mode [ this sefing o fx caling problers or tis pragrarm

Run thi tibil de for instead of the one in Settings
[JRunths program in compattilty mocisfor Open Advanced scaling seftings

Windows 8 - A program might look blurry if the DF for your main display
changes after you sign in to Windows. Windows can try to fix
this scaling problem for this program by using the DPI that's

Setiings

et for your main display when you open this program.
Reduced color mods Use the DPI that's set for my main display when
8-bit (256) color v T signed in to Windows v

Run in 640 x 480 screen resolution Learn more

[Disable fullscreen optimizations

T scaling override
Run this program as an administrator

Change high DP settings
| system v

& Change settings for all users

oy |
i) Launch NID EX software from the Desktop, and the NID EX login screen appears. Enter username:
“IT ADMIN” with default password “999999”; click Login to continue. For first-time login, the

“NID Server” and “Device SN” fields are left blank; for an upgrade, keep the existing information
as is.

Override high DPI scaling behavior.
Scaling performed by:

o Paia.
vioris10

j)  Configuration table appears for IT management:
@ nND EX V1011510
IT
IT ADMIN Password

Server Connection

Configure Database

Server Setup

Enter Password

Confim Passward

—

Account logged in to NID: IT ADMIN ()
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k) “IT ADMIN Password” is for IT administrator to reset password.
[) Fill out the Configure Database tab as listed below:

e User Name: root

e Password: use the password created during MySQL installation in Section 6.
e Server address: localhost

e Port: 3306

[ NID EX V1.01.151.0
T
IT ADMIN Password
Server Connection
Configure Database
Server Setup

BN TEK sccountiogaetintomonm aommg
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m) After clicking OK, a message indicating that the database has been configured successfully will

appear.

Liser Blame

o
Database configured successfully :l

—‘

Port
‘ 3306 ‘

OK

n) In “Server Setup”, click Create/Update Database and a message will pop up: “Database created
successfully”. Click OK to continue.

& NID EX V1.01.151.0

IT

IT ADMIN Password

Server Connection
Configure Database
Server Setup

Create/Update Database
LIMS Report Directory

| Method Directory
x

ectory
Databace crested suceesstuly £ LOTY
e

A
[Backup

MTEK Account legged in to NID: IT ADMIN ()
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o) Click Stop Service. The message “Would you like to stop service?” appears. Click OK.

W NiD EX V1.01.151.0

T
IT ADMIN Password

Server Connection
Configure Database

Server Setup

Create/Update Database
LIMS Report Directory
Method Directory
Library Directory

Backup Directory

Weudd you e 10 7109 service ! Start Service

Stop Service

[ o ] e | | Backup

B TEK sccount isgged in o i 1 aowan

message “Would you like to start service?” appears. Click OK.
NID EX V1.01.151.0 ]

1

IT ADMIN Password
Server Connection
Configure Database
Server Setup

p) Click Start Service. The

Create/Update Database
LIMS Report Directory
Method Directory

x | Library Directory
Backup Directory

b S Start Service

Stop Service

:I x ] o= | Jpagap

MTE( Account logged in to NID: IT ADMIN ()

Note: Steps n) and o), of starting and stopping the service, are to ensure Windows service of “NID EX
Database Service” is running successfully.

g) In Windows Search Bar, type in “Computer Management”. In the “Services and Applications”
panel to the left, click on Services, or directly search “Services”. In the services list, find “NID EX
Database Service” and confirm it is running.

L4 Services - [m] X
File Action View Help
e @ E = Bm »enn

£, Services (Local) . Services (Local)

NID EX Database Service Name Description Status Startup Type Log On As ~
7 &) Microsoft Windows SMS Ro..  Routes mess.. Manual (Trigg..  Local Service
%imﬁ‘:h‘:’s"e':ce Q MysSQL57 Running  Automatic Network Se...
&) Natural Authentication Signal aggre... Manual (Trigg..  Local System
16, Net Tep Port Sharing Service  Provides abil.. Disabled Local Service
Description: & Netlogon Maintains a .. Manual Local System
NID EX Database Service V1.01.151.0 -SJ Network Connected Devices .. Network Co... Manual (Trigg..  Local Service
&} Network Connection Broker  Brokerscon..  Running ~ Manual (Trigg.. Local System
& Network Connections Manages ob... Manual Local System
f;);. Network Connectivity Assist..  Provides Dir... Manual (Trigg.. Local System
Q; Network List Service Identifies th.. Running  Manual Local Service
€ Network Location Awareness  Collects and . Running  Automatic Network Se...
& Network Setup Service The Network... Manual (Trigg.. ~Local System

*2NID EX Database Service NIDEX Data.. Running  Automatic Local System

1} Office Software Protection Pl.. Office Softw.. Running  Manual Network Se...
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r) “Server Connection”: this operation is to set up connection between PC Client and the MySQL
Server which might be installed on another computer. Configure the connection as required
below:

e Server Name: name tag for your Server connection
e Server Address: localhost (or IP address where MySQL Server is installed)
e Port: 8734

& NID Ex v1.01.151.0 N

IT ADMIN Password
Server Connection
Configure Database
Server Setup

BWWTEK sccoun logged in to NID: IT ADMIN ()

s) Click Create. A message will appear to confirm the configuration.

t) Exit NID EX IT Configuration window.
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8. Device USB Driver Installation
If USB connection is used to connect the NanoRam®-1064 device and NID EX on the PC, the device driver
may need to be installed on the PC. Generally, the device driver will be installed on the PC automatically
once the connection is established between the device and the PC using the USB cable shipped with the
unit. The following steps will guide the users to check whether or not the device driver installation is

completed.

1. Power on the NanoRam®-1064 device.

Insert one end of the USB cable into the MicroUSB port of the NanoRam®-1064 device and
insert the other end into a USB port on the PC.

3. A message “a device is plugged in and may need further configuration” may appear. Wait until
the driver is installed automatically on the computer with a message “device is
configured/installed and ready to use”.

4. Another message may show up indicating the device is installed as “USB Ethernet/RNDIS
Gadget”.

5. To confirm the device driver is installed successfully, go to the “Windows Search Bar” and type
“Device Manager”. The device driver is installed successfully when “USB Ethernet/RNDIS Gadget”
is listed under “Network adaptors”.

# Device Manager
File Action View Help

e m HmE

erface Devices
= IDE ATA/ATAPI controllers
i Intel WiUSE
21 Intel(R) Dynamic Platform and Thermal Framework

v @ Network adapters
(5 Bluctooth Device (Personal Area Network] 22
57 Bluetooth Device (RFCOMM Protocol TDI)

I (5 USB Ethern

€t/RNDIS Gadget #3

&P WAN Mini
P WAN Mini
P WAN Mini
7 WAN Minij
F WAN M
F WAN

P
iport (P)

iport (IPvE)

iport (L2TP)

iport (Network Monitor)
ort (PPPOE)

o
iport (SSTP)
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6. Manual driver installation:

Most computers with Windows 7 or Windows 8 operating systems (and some Windows 10 operating
systems) will need a manual installation of the device driver. Follow the instructions listed below:

If the USB driver cannot be installed automatically, perform operation steps 1-3 listed
above to make the physical connection of the NanoRam-1064 to the PC.

[ Device driver software was not successfully installed ® *
Click here for details.

a. Inthe Windows search bar, type “Device Manager” and find the malfunctioning USB
device “RNDIS/Ethernet Gadget”. Right click this device and select Update Driver.

' =, Device Manager = Es
File Action View Help
= mHE

4.5 testing-PC

- Botteries

178 Computer

- Disk drives
B, Display adapters
¢4 DVD/CD-ROM drives
1 - IDE ATA/ATAPI controllers
%5 Imaging devices
1= Keyboards
-1 Mice and other pointing devices
> -l Monitors
-8 Network adapters
a-[J5 Other devices
[y Network Controller
[ PCISimple Communications Controller
|y RNDIS/Ethernet Gadget -
I Portable Devices e e
1 [ Processars Disable device
©-% Sound, video and game co
48 System devices
i@ Universal Serial Bus control Scan for hardware changes

Uninstall device

Properties

b. Select Browse my computer for driver software.

(S|
(:.:9 || Update Driver Software - RNDIS/Ethernet Gadget
How do you want to search for driver software?
= Search automatically for updated driver software
Windows will search your computer and the Internet for the latest driver software
for your device, unless you've disabled this feature in your device installation
settings.
= Browse my computer for driver software
Locate and install driver software manually.

 r—
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c. Click “Browse” and navigate to the folder of “RNDIS driver” in the NID EX installation

&3 L Update Diver Software - RNDIS/Ethernet Gadget || Update Drivers - USB Ethernet/RNDIS Gadget
Browse for driver software on your computer Browse for drivers on your computer
Browse For Folder X
Search for driver software in this location: Search for drivers n t]
T e ‘Select the fokder that contains drivers for your hardware.
sers\User\Desktop\NID EX_1.0115L.0 Installation FD\RNDIS drive [ YgrismicommonSol e
[¥IInclude subfolders 2 include subfolders 8 Vet =
NID EX 1011510 Installation FD
MySQL Server
NID EX 1011510
Prenequisites
+ Let me pick from a list of device drivers on my computer  letme pickf | © | RDSdver
This list will show installed driver software compatible with the device, and all driver e Win78Win10 —_—
software in the same category as the device. & h
Folder: | WIn7aWin10
‘ oK cancel
Next Cancel

d. Click Next and then wait until the driver is installed successfully onto the computer:

e
() U Update Diver Software - USB Etheret/RNDIS Gadget

Windows has successfully updated your driver software
Windows has finished installing the driver software for this device:

MGy USBEthemet/RNDIS Gadget
,

e. Go back to Device Manager to confirm the “USB Ethernet/RNDIS Gadget driver” is
installed and running properly:
.= Device Manager
File Action View Help
e | HE HEl e E XS

47 testing-PC

b @ Batteries

1> -8 Computer

1> =y Disk drives

B, Display adapters

» L} DVD/CD-ROM drives

I g IDE ATASATAPI controllers

3 —? Imaging devices

[ -2 Keyboards

b ﬁ Mice and other pointing devices
I)L,;I Monitors

‘lj" Network adapters

; -_-_"' Atheros ARE151 PCI-E Gigabit Ethernet Controller
{5 USB Ethemet/RNDIS Gadget|
4|5, Other devices

-l Metwork Controller

H -l PCI Simple Communications Controller
.+ Il Portable Devices

DB Processors

|.> 3\,] Sound, video and game controllers

78 System devices

b i Universal Serial Bus controllers
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9. Firewall Configuration

Note: Please present this document to the user’s IT administrator. Use the procedures to check or set

firewall configuration only when the connection cannot be established between NanoRam®-1064 device
and PC where NID EX is installed.

This procedure is to ensure proper communication can be established between the NanoRam®-1064
device and NID EX on the PC. Certain network traffic rules and Windows Firewall Settings may need to
be applied. Third Party Antivirus or Firewall software (such as McAfee, Norton Endpoint, Avast etc.)
may block or conflict with the communication between the device and software. Consult your IT
Department for firewall configuration.

e Communication Port Requirement

The NanoRam®-1064 product uses several specific network ports to establish communication between
database services on the device and PC. These communication ports need to be OPEN and allow BOTH
TCP and UDP protocols. Third Party Antivirus or Firewall software or other application software may
block or conflict with the communication between the device and software. Consult with your IT
Department. The specific ports that are used are:

MySQL Server:
e TCP: 33060
NID EX:
e TCP:12401, 8734
e UDP: 12402, 12403
e Allow NID EX in Windows Firewall

1. Open “Windows Firewall” in “Control Panel”. Click on “Allow a program or feature through
Windows Firewall”.

Control Panel Home

Help protect your computer with Windows Firewall

Allow a program or feature Windews Firewall can help prevent hackers er malicious software from gaining access to your computer
through Windows Firewall through the Internet or a network.
ow

®) Change notification settings

all help protect my computer?
& Tur Windows Firewall an or
off

twork locations?

% Restore defaults I Q Home or work (private) networks Connected (&)
) Advanced settings Nebworks st home or work where you know and trust the peaple and devices on the network
Troubleshoot my network

Windows Firewall state: On

Incoming cennectiens: Block all connections te programs that are not en the
list of allowed programs

Active home or work (private) networks B swrek 3
B BwTeK EMPLOYEE

Notification state: Notify rme when Windows Firewall blocks a new
program

l & Public networks Not Connected ()

 —
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2. Click Change settings, and then find Client. Enable both “Home/Work (Private)” and “Public”
categories, by checking the checkboxes. Click OK to exit.

i Allowed apps

o

1 @@ « Windows Defender Firewall > Allowed apps Search Control Panel

v O

Allow apps to communicate through Windows Defender Firewall
To add, change, or remove allowed apps and ports, click Change settings.

1

) Change settings

Private  Public *

What are the risks of allowing an app to communicate?

Allowed apps and features:

Mame
@{Microsoft. AAD BrokerPlugin_1000.10240.16384.0_neutral_neutral_cwSn1h2...
@{Microsoft.Windows.Cortana_1 4.8.152_neutral_neutral_cw3n1h2boyewy?ms...
30 Builder

[ Allloyn Router

[ Android Studie

M Captive Portal Flow

Cast to Device functionality

N

I XORRRER

EREEOMEO

Client

Connect 1 ol

Core Networking

Cortana

CyberLink PowerDirector hd
Details... Remove

Allow another app...

3

Cancel

e

»

NOTE: In a scenario where “Client.exe” is not listed, the program will need to be added manually.

Click Allow another app. Find the program in the following directory: “C:\Program Files
(x86)\BWTEK\NID EX\NID EX.exe”. Click Add and follow step 2 above.

@
«

< 2 @@ > ControlPane » AllControl Panelems » Windows DefenderFrewll > Alowed apps

Allow apps to communicate through Windows Defender Firewall
To add, change, o

Add an app x

What are the isks|

[Enange settings

Allowed apps ar]_sted; and then cick OK.

aops:

dickBrowse to

i Ecient

B @{Microsoff
(78E1CDE8-
30 Builder

&30 Vi

REORNREURRRRRO0E

th: [im Files (x86) BWTEKITID Plus\TID Clent.exd]| | Browse...
Vihat are the risks of irblocking an 20p?
You can choase which network types to 2dd ths app to.

Network types...
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e Windows Firewall Rule Configuration
1. Navigate to “Control Panel” (Category View) -> “System and Security” -> “Windows Defender

I”

Firewal

BV 1EK

A Metrohm Group Company

-> “Advanced settings” -> “Inbound Rules” -> “New Rule”.

[ Control Panel

€ 5« 4 E> ControlPanel

Adjust your computer's settings

‘ System and Se

o
Save backup copies of your files with File History.
Backup and Restore (Windows 7)

- o

~|® | Search Control Panel »

o
User Accounts

© Change account type

Appearance and Personalization

4
@

\' i, Network and Internet
View network status and tasks
[/ Hardware and Sound
View devices and printers
Add a device
Adjust commonly used mobilty settings

Clock and Region

Change date, time, or number formats
Ease of Access

Let Windows suggest settings
Optimize visual display

@ System and scurty

€ v 1 R Comolband >

Control Panel Home

« System and Security
Network and Internet
Hardware and Sound
Programs
User Accounts

Appearance and
Personalization

Clock and Region

Ease of Access

- o

System and Security > v/© | Search Control Panel »

Security and Maintenance
Review your computer’ status and resolve ssues
Change User Account Control settings | Troubleshoot common computer problems
9 o puter p

2P through Windows Firewall

iy System

RAM and pr
Launch remote assistance | See the name of this computer

@ Power Options
3 setfings | C do

Change when the computer sleeps

File History
@ Save backup copiesof yourfiles with File History | Restore your files with File istory

<. Programs X
Q g M Backup and Restore (Windows 7)
prog & Backup and Restore (Windows 7) | Restore files from backup v
# Windows Defender Firewall - o X | @ Windows Defender Firewall with Advanced Security - 0o X
€ v < Systemand Securty » Windows DefenderFrewal <[] | Serch Contol Pl P | B sion v b
- . LI -(EN )
Help protect your PC with Windows Defender Firewall olpme ] < —
Control Panel Home @ Vindowoeri Frvat o] EE T et
ganing accesstoyour | | K3 WbndRules T re—— e e e | =
Allow an app or feature PC through the Internet or a network. B8 Outound Rules Name Group Profie | Enbled | Acin  * (G5}
through Windows Defender N o Pivte. Vs Alow New e
Frewal h -
B 9 Frivete networks Connected (] || 5 ¥ orrng Pite, Y Moy S— y
© Chnge notiication stings o e e low
devces on thenetwork st e e A |7 Plabse ’
Firewall on or off '] TP, Private  Yes Allow 'V Fitter by Group. 3
© Restore sl Windows Defender Frewll state on o e s Yo A - ,
ot Incoming connections: Block all connections to apps that are not on the. oman Yes w
“Advanced settings 9 o Pt pie Y Mow | @ et
TS retwork [ - 0 e o A ||| s
v private networks: & e svpLoveE . v
[ Notification state: Notify me when Windows Defender Firewall Domain Yes Ao
blocksa newssp bocte Vs low
Securty and Maintenance s . e
Networkand sorng Certer [ @) Guest or public networks Not connected (©) Ocomet Comet Pt Y Alow
Il e Bcamee Comet M e

2. “Rule Type”: select “Port” and click Next.
“Protocol and Ports”: choose “TCP”. In “Specific local ports”, enter: “12401, 8734” and click Next.

P New Inbound Rule Wizard x

@ New Inbound Rule Wizsrd x
Rule Type Pratocol and Ports

Select the type of firewall e to creste. ‘Specty the pratocols and ports to which this e appbes.

Steps: St
o Rule Type What type of e wouid you ke to create? o Puie Tom Does s nde apply to TCP or UDP?
@ Protocol and Ports  Protocol and Ports
@ Action P @ cton e
o Profe Rl that controls connections for a program. i
4| = —
et ok connections for a TCP or UDP port

O Predefined: © Alllocal ports
Alloyn Router 5 ® Specific local ports: @
Rule that cortrols comnections for a Windows experience. RRlaaliaet®3. 50005010

O Custom

Custom rule

e,
Bk T

< Back

= =
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3. “Action”: choose “Allow the connection” and click Next.
“Profile”: check “Domain”, “Private”, “Public” and click Next.

X | ¥ NewInbound Rule Wizard

P New Inbound Rule Wizard
Profile

Action
‘Specty the profles for which this ule applies

‘Specky the actionto be taken when a connection matches the condtions specfied n the rule
Steps:

Stepe:
\Whiat action should be taken when a connection matches the specified conditions? @ Rule Type

@ Rule Type

When does this ule 2ppiy?

@ Protocol and Pats @ Protocol and Ports
pmain

@ Allow the connection
plies when 2 computeris connected to s corperate domain

@ Action

O (=7 This includes conn & protected wih [Pscc as wellas those are not
o Profie o Profle
O Allow the connection if it is secure o
@ Name ® Name Pvate
This includes only connections thet have been authenticated by using [Psec. Connecions -
il be secured using the setings n IPsec properies and s in the Connecion Secury £ SO D ET S DT R ML CRE A RIS ST
Fiylediors offwork place.

Customize.
ppiies when a compLter is connected to a public network location

O Block the connection

<Back Cancel <Back Cancel
4, “Name”: use name “NanoRam® EX TCP” and click Finish.
Then “Create” another “New Rule”.
“Rule Type: select “Port” and click Next.

@ New Inbound Rule Wizard

P New Inbound Rule Wizard x
7 Rule Type
ame
i 3 Select the type of firewall rule to create.
Specythe name and descrotion of s e
= Steps:
Sees @ FueType What type of e would you like to create?
@ Fuke Tipe
& and Py @ Protocol and Ports
@ Protocel and Ports
@ Acton O Program
v . o Profie Rule that cortrols connections for a program
@ Profile —
o [aroban EXTCH ) o Nome
Rule {agnirols connections for a TCP or UDF port
I O Predefined:
Alldoyn Router v
Rule tht corirols conmections for a Windows experience.
O Custom
Custom rule.

e,
<Back [ e || Cancdl N (TR
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5. “Protocol and Ports”: choose “UDP”. In “Specific local ports”, enter: “12402, 12403". Click Next.

& New Inbound Rule Wizard x| P Newlnbound Rule Wizard X
Protacol and Ports Action
_ ‘Specfy the action to inthe rule.
— Steps:
* RieTipe Does this rde anply to TCP or LDF? @ Ruk Type igiefminit
R e @ Protocal and Potts e o e -
@ Adtion L B This includes connectiggafat ane protected with [Psec as wel 2s those are ot
* Folic ® Prfie
o Name O Allow the connection if it is secure
LS “This includes only connections that have been aLthenticated by using IPsec. Connecti
s 048 ek i3 Mo pcta s ekl Pk} il e st g i s 1 Fase proparie s s 1 1ne Corection Secuty
O Al local ports Rule node.
@ Specific local ports: (1240212603 Cionzg
13, 50005010
) Block the connection
<Back Cancel <Back € Nex> [) Cancel
“ HPN/N “ SN oup ” o u s .
6. “Profile”: check “Domain”, “Private”, “Public” and click Next.
“ ”, “ ® ” d | k A h
Name”: use name “NanoRam® EX UDP” and click Finish.
o NewInbound Rule Wizard X | @ Mew Inbound Rule Wizard %
Profile Hawmo
‘Speciy the profies for which this ule appies. ‘Specy the name and descrption o this ke
Steps: Stege:
o Fue Type When does tis i apply? e
@ Frotocol and Ports @ Frotocal and Pods
@ Action @ Action
L Applies wikn a compiteris connected to s coparate domain & e
o Name T |NanoRam Ex UDF| )
Pepiies whilh a computer s connected to a private network location, such as a home
or wark pafe.
Aoples ghen a computeris connected to a public network locaton
e
<Baoc | Det> [) cancel < Back Cancel
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10. NID Login
NID EX software accepts different levels of account logins for data management. After the completion of
the installation steps above, the first synchronization with the NanoRam-1064 device must be done with
the “NID Admin” account. Further description of possible NID EX software login credentials are below:

Sime P Specirimagy Fhetese
V1011510

e Username: IT ADMIN
Default Password: 999999
Offers functions of IT management. “NID Server” and “Device SN” can be blank. This is
accessed in section 7: h) of this manual.

e Username: NID ADMIN
Default Password: 999999
For first-time use to activate the server database when MySQL database has never been
synchronized. After first-time synchronization to the device, this account will be
disabled. Select the “NID Server”; “Device SN” can be blank.

e Account of “ADMIN” and all other device-created user accounts are accepted for user
login to NID EX. These are only available after the server is initialized and after the first
synchronization with “NID Admin” account is complete. User must select both “NID
Server” and “Device SN” in addition to the appropriate login credentials.
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11. IP address configuration
Make sure the device is powered on and connected via USB cable to the PC where NID EX is installed.
Start NID EX and login using the “NID Admin” account for the first time, or another device account.

Reference section 10 of this document. After a successful login, the screen below should appear:

Selected:

User Name:

Password:

Device Group:

logged in to NID: ADMIN (Administrator)

The “Check USB” button is activated when the device is detected. Click this button and the IP
address of this connection will be configured automatically.

In some scenarios, due to IT restrictions, the automatic IP address configuration for USB connection
will not work after clicking this button. In this case, manual setup is required by authorized IT
personnel:

1. Go to the “Network and Sharing Center” in Windows 10 or equivalent program in
Windows 7 or 8. Find the network connection which is associated with this device. Plug
in the device while on this window to easily determine which connection to change. It
should appear as an “Ethernet” connection:

L& Network and Sharing Center
4 % » Control Panel > All Control Panel ltems 5 Network and Sharing Center

View your basic network information and set up connections
Control Panel Home

View your active networks
Change adapter settings

Change advanced sharing BWTEK 3 Access type: Internet

settings Public network Connections: .l Wi-Fi (BWTEK)
Unidentified network Access type: Mo network access
Public network Connections: [ Ethernet 2

Change your netwarking settings

G Set up 3 new connection or network

Set up @ broadband, dial-up, or VPN connection; or set up a router or access peint.

[ Troubleshoot problems

Diagnose and repair network problems, or get troubleshooting information.
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2. Click the appropriate “Connections” link, for example “Ethernet 3” as shown above.
Click “Properties” on the status window that appears.

In the Properties window, select “Internet Protocol Version 4 (TCP/IPv4)” until
highlighted and click “Properties” again:

@ Ethernet Status > '.‘? Ethernet 3 Properties X
General Networking  Sharing
Connection Connect using:
TPv4 Connectivity: Internet &F USB Ethemet/RNDIS Gadget
IPv6 Connectivity: No network access
Media State: Enabled . : s
Thig connection uses the following items:
Duration: 2days 19:21:20

Client for Microsoft Networks A
Speed: 100.0 Mbps gﬁle and Printer Sharing for Microsoft Networks
BH005 Packet Scheduler
8 intemet Protocol Version 4 (TCP/IPvd)
O & Microsoft Network Adapter Multiplexar Protacol

4 Microsoft LLDP Protocel Driver
Activity 4 Intemet Protocol Version & (TCP/IPvE) w
- < >
Sent —— E’,! ——  Received S JE—
e Install... Urinstall Pn_:pevties
Bytes: 525,892,927 | 3,096,359,510 Description

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
Q Properties G Disable Teries across diverse interconnected networks.

Close | oK Caneel

“Internet Protocol Version 4 (TCP/IPv4) Properties”: select “Use the following IP address”
and configure as below:

IP address: 192.168.7.10 (increment the 4th digit if unavailable. Ex. 192.168.7.11)
e Subnet mask: 255.255.255.0

o Default gateway: 192.168.7.1
o Preferred DNS server: 192.168.7.1
e Alternate DNS server: keep blank

Internet Protocol Version 4 (TCP/IPv4) Properties X

General

You can get IP settings assigned automatically if your network supports
this capability, Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(0) Obtain an IP address automatically
(®) Use the following P address:

IP address: 192.168. 7 . 10
Subnet mask: 255,255 .255. 0
Default gateway: 192.168 . 7 . 1

Obtain DNS server address automatically

(®) Use the following DNS server addresses:

Preferred DNS server: 192.168. 7 . 1
[validate settings upon exit R
] i
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4. Onthe NanoRam®-1064 Device, login with any account. Navigate to “Data Transfer” and

select the USB on the left to cause the green check mark to appear. Do not navigate
away from this screen or connection to device will not occur.

5. The NanoRam-1064 icon with the device SN will appear under “Device Group” in the
NID EX interface. This means communication has been established successfully.
e Note: If the icon does not appear under “Device Group”, double check the
firewall settings and IP configuration, or call B&W Tek technical support for help.

@ NID EXV1.01.121.0

0

o Device
Sync
Update NOS
Update Library
Record Selected:
Library
Method
Cross Validation
% Audit Trail
% Perf. Validation
2 Account

User Name:

Password

Device Group:

6. Click the device under “Device Group” that you want to login to, and input the “User
Name” and “Password” for this account. Click “Login” to connect to the device.
7. Connection and installation are complete.
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12. Appendix I: Microsoft Root Certificate Authority Update

Instruction

The following information can be referenced in the event .NET Framework 4.6.2 failed to install
properly:

The .NET Framework 4.5 redistributable was updated on October 9, 2012 to correct an issue related to
an improper timestamp on a digital certificate, which caused the digital signature on files produced and
signed by Microsoft to expire prematurely.

- docs.microsoft.com/en-us/

This issue occurs when this certificate MicRooCerAut2011 2011 03 _22.cer is missing particularly when
you operate in an environment that's disconnected from the Internet or that has a firewall that blocks
content from http://ctldl.windowsupdate.com. This behavior is due to recent changes to Microsoft
Windows Enforcement of Authenticode Code Signing and Timestamping.

- https://blogs.msdn.microsoft.com/

Here is the solution to manually import the missing certificate:

Step 1:

On your keyboard, press the Win key and R key at the same time to bring up the “Run dialog”. Enter
certmgr.msc and click the OK button.

= Run @

=== Typethe name of a program, folder, document, or Internet
resource, and Windows will open it for you.

Open: certmgr.msc| -
[ oK } [ Cancel ] [ Browse... ]
Step 2:
Right-click the “Trusted Root Certification Authorities”, then click the “All Tasks”, then “Import”.
certmgr - [Certificates - Current User] EI@

File Action View Help

e |@ o= H=E

@ Certificates - Current User Logical Store Name
» L Personal | Personal
"= Trusted. R Find Certificates... ot Certification Autharities
> | Enterprise L
b [ Intermed Al Tasks > Find Certificates..
5 [ Active Di
v ] Trusted P Refresh Import...
> || Untrusteg
» 7] Third-Pan Help |-Cartificate;
» [ ] Trusted People _| Third-Party Root Certification Authorities
» | Certificate Enrollment Reque: "I Trusted People
= [ Smart Card Trusted Roots _| Certificate Enrollment Requests
"I Smart Card Trusted Roots
4 | i | 3 4| mn »

Add a certificate to a store
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Step 3:

Click the Next button on the “Certificate Import Wizard”, then use the Browse button to locate the
certificate file in the installation folder of Prerequisites. Click the Next button on all of the following
pages. On the last page, click the Finish button. If a Security Warning message pops out to inform you
that you are installing the “Microsoft Root Authority 2011”, click the Yes button to complete the import.

Certificate Import Wizard [ | Certificate Import Wizerd (=]
e Welcome to the Certificate Import
Specify the file you want to import. Wizard
Ve This wizard helps you copy certificates, certificate trust
Flle name: J- lists, and certificate revocation lists from your disk to a
certificate store.

F: MySQL Server\Optional\MicrosoftRootCertificateAuthority2011,

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information

Mote: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (,P78)
Microsoft Serialized Certificate Store (.S5T)

Learn more about certificate file formats

used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept.

To continue, dick Next.

[ <Back | etz | [ cancel

J

< Back

Cancel

Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.

=

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

() Automatically select the certificate store based on the type of certificate

Certificate Import Wizard

==

Completing the Certificate Import
Wizard

The certificate wil be imparted after you dick Finish.

You have specified the following settings:

Certificate Store Selected by User RIS DL doy il
Content Certificate

Certificate store: File Name F:\MySQL Server'Opt

Trusted Root Certification Authorities
« n 3

Learn more about certificate stores
<Bade || Mext> | [ cancel | <pack || Fmsh | [ cancel
Security Waming x|
. You are about to install a certificate from a certification authority (CA)
B\ claiming to rapresent:
) - ) Certificate Import Wizard @
Microsoft Root Certificate Authority 2011

Windows cannot validate that the certificate is actually from "Microsoft
Root Certificate Authority 2011". You should confirm its origin by
contacting "Microsoft Root Certificate Authority 201", The following
number will assist you in this process:

Thumbprint (shal): 8F43288A D272F310 3B6FB142 8485EA30 14COBCFE

Waming:

¥ you install this root certificate, Windows will automatically trust any
certificate issued by this CA. Installing a certificate with an unconfirmed
thumbprint is a security risk. If you click "Yes" you acknowledge this
risk.

Do you want to install this certificate?

290020406-H | (5/13/2025)
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13. Appendix II: Frequently Asked Questions

1. What if Device is identified as USB Serial device (COM port) and not as RNDIS device?
Solution:

a) Locate the file “5-runasadmin_register-CA-cer.cmd” in the folder
NID_EX_1.02.178\Installation\Prerequisites\kindle_rndis.inf amd64-
v1.0.0.1\kindle_rndis.inf_amd64. Right click this file and “Run it as administrator”.

b) In “Device Manager”, find this device and right click to update driver.

¢) Manually locate the folder of NID_EX_1.02.178 Installation\Prerequisites\
kindle_rndis.inf amd64-v1.0.0.1\ and click Next.

d) Device is recognized successfully as “Kindle USB RNDIS Device (USBNetwork enabled).

2. What if NID EX Database Service cannot start in Windows Services?
Solution:
Most of the time this is due to the port conflict between NID EX and other software preinstalled on
the same computer. The list of ports used in NID EX software is provided in section 9 of this
document. Disable other services which have port conflicts. So far, the only known app with a port
conflict is “HP JumpStart”. We will update this list if more program conflicts are found.

3. What if, after connecting the NanoRam®-1064 device to PC and logging in to both NOS and NID,
the device SN does not show up in the Device Group?
Solution:
a. Onthe device’s “Data Transfer” screen, go to the configuration page (tap on the arrow) of the
selected connection to see if it is disabled. If it is disabled, enable it.
b. Check if the device is plugged into a different USB port than before. If so, click “Check USB”
again to re-configure the IP address setting, or check section 11 of this document if there are IT
restrictions stopping the automatic configuration.
c. If the connection is through Wi-Fi, check to ensure that both Device and PC are under the same
network.
d. Check the firewall settings to make sure the NID EX program is allowed to go through the
firewall in both public and private networks.
e. If MySQL service is located in another computer of the same network, make sure both
computers have inbound/outbound rules set correctly.
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4. What if I forget MySQL root password?

Solution:

This procedure requires IT assistance.

a. First, shut down the service “mysql57”.

b. Go to C:\ProgramData\MySQL\MySQL Server 5.7, note that “ProgramData” is a hidden
folder.

c. Look for the file “my.ini”. Create a copy of “my.ini” as a backup in different folder. Open the
original one and add one line “skip-grant-tables” below “[mysqld]” section as shown below:

[mysqld]
skip-grant-tables

d. Start the service “mysql57”.

. If done correctly, you can access the database.

f. Using cmd or powershell, run mysql -u root —p under the database directory to access the
database. Typically, the directory is located at C:\Program Files\MySQL\MySQL Server
5.7\bin.

g. Use the following query to update the password: update mysqgl.user set
authentication_string=password('NEW_PASSWORD') where user="root'.

The ‘NEW_PASSWORD’ should be the new password you want to set.

h. Shut down the “mysql57” service again and remove the line ‘skip-grant-tables’ from
“my.ini”. Save the file.

i. Start the service again and try to use the password you set to login MySQL root.

5. What if | forget my IT ADMIN account password?
IT ADMIN account password can be recovered by the Windows system administrator. Simply
delete the ServerSettings.xml file inside C:\Program Files (x86)\BWTEK\NID EX, or from your
custom installation directory. After deleting the xml file, login to NID EX with the default “IT
ADMIN” account and password “999999”. User must then reconfigure their database with the
MySQL password, update their database, stop/start services.
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14. Appendix III: Workflow of Software Installation

Appendix IV

Upgrade?

Installation Prerequisites — MySQL installation NID EX installation
(step 5) (step 6) (step 7.a-d)

No

IT ADMIN login Check NID compatibility
(step 7.g-i) (step 7.)

Configure Database
(step 7.i-k)

Check Service running

Upgrade?

Yes

Yes

Server Setup Launch NID EX
(step 7.1-n) (step 7.e)

(step 7.0)

Server Connection IT configuration exit
(step 7.p-a) (step 7.r)
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15.Appendix IV: Software Update /Upgrade Instruction
Note: Instruction intended for:
NOS-1064 v1.01.189.0 and NID EX v1.01.151.0 upgrade to
NOS-1064 v1.02.235.0 and NID EX v1.02.178.0 or later

Before updating the NID EX client, please make sure to update the NanoRam-1064 operation system
first. Simply connect your NanoRam-1064 device to the NID EX client, go to Device -> update NOS and
choose the update package to update the NOS-1064 software.

After the NOS-1064 software update, user can proceed to update the NID EX software.

For NID EX software update with NID EX 1.02.151 or higher, the user is NOT required to uninstall
previous NID EX version (1.01.151.0). User can directly update from previous NID EX version by right-
clicking setup.exe in NID EX software folder and Run as administrator. The installation package will
automatically detect the existing software, and ask users whether they need to update the software.
User can continue with the default settings and finish the installation of NID EX. All user data will be
preserved in the database during the NID EX software update.

Below is a step-by-step guide line to upgrade the NOS-1064 and NID EX:

1.1. For all procedures below, user should login to the same administrator account on both the
NOS-1064 device and NID EX software.

1.2. Record the current NOS-1064 version by logging in and go to Setup -> General -> About

1.3. Record the current NID EX version. Make sure the NID EX version currently installed is
compatible with the NOS-1064 software version. (see software release notes)

1.4. Connect the NOS-1064 with the NID EX, login using the administrator account, and synchronize
the NOS-1064 to NID EX. Wait for the synchronization to finish. (This step allows user to
transfer measurement data to the NID EX secured database on PC.)

1.5. On the NanoRam-1064 device, go to Setup -> System Backup and click Full system backup. Wait
for the backup to finish and restart the system. (This step allows user to backup all essential
software data to a backup SD card that can be used for system recovery.)

1.6. Connect NOS-1064 with the NID EX. Login and go to Instrument -> Update NOS. Choose the
NOS-1064 update package provided by the supplier and update the software. Wait until the
NID EX displays the message that the installation is successfully completed and reboot the
NOS-1064 system.

1.7. Check and record the NOS-1064 system version

1.8. Optional: If you have updated your device to NOS 1.02.279 or later from a prior version, a new
perf. Validation file needs to be created by Developer if the previous performance validation
reference file does not fulfill the latest USP criteria.
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1.9. Close NID EX. Right click the new NID EX software installation file “setup” and run as an
administrator. Choose Yes to perform upgrade of “NID EX”. Continue with all default settings to
finish the software upgrade.

1.10. Open NID EX and login as “IT ADMIN” with your password. The factory default password
is 999999.

1.11. Go to Server Setup, Click “Create/Update Database”, wait for database configured
successful message.

1.12. Click Stop Service, wait for successful message.

1.13. Click Start Service, wait for successful message.

1.14. Close NID EX. Open NID EX; the software should recognize the server within a few
second. Choose the device SN, and login using the Admin account.

1.15. Connect NOS-1064 to NID EX. Perform synchronization and finish the software
upgrade/update.

o
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16. Appendix V Setup for remote Server-Client access

In this section, we will describe the recommended steps for setting up remote NID EX client to access
the server NID EX. This procedure applies to users who would like to control and manage the MySQL
database on a server PC, and access this database from a remote client PC. Contact your IT department
if you would like to setup remote access.

Pre-requisite:

1. User should have both MySQL and NID EX installed on the Server PC and have completed the main
installation and setup sections 5 to 11.

2. Both the Client PC and Server PC should be connected to the same network, and within the same

subnet.

3. NID EX should be installed on the Client PC strictly following the main installation and setup guide
from sections 7 to 9.

Setup steps:
1. On the Server PC, log in NID EX as IT ADMIN, record the Server Name.
2. On the Server PC, record the Server IP address.

3. On the Client PC, log in NID EX as IT ADMIN, with default password 999999. Under Server Connection,
type in the Server Name and the Server IP address you recorded in step 1 and 2, enter port 8734, then
click create. You should receive a success message afterward. Restart NID EX.

4. On the Client PC, the Server name should be then recognizable in the drop-down menu. Proceed with
the initial log-in credentials (NID ADMIN, 999999) or account information that’s stored in the Server PC.
Information can now be synchronized from the NanoRam-1064 device to the Server PC through the
client PC.
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